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LAPTOP HIRE PROGRAM — LAPTOP USE AGREEMENT

1. OVERVIEW

Marist College Emerald is a technology driven school, integrating technology into all learning and
teaching areas to enhance the curriculum and to prepare students for their role in the digital world.
The College has designed a laptop program and made a significant investment in the school’s
technological infrastructure with a focus on ease of use, security and productivity.

In 2016, Marist College implemented a laptop hire scheme for students in Years 10 to 12 and a loan
scheme for students in Years 7 to 9. The College will maintain ownership and responsibility for repair
of the student’s laptop for the duration of the Agreement.

Students and their parents or caregivers will need to read this handbook carefully before signing off
the Laptop Use Agreement for both Student and Parent at the end of this document. This handbook
explains the setup of student laptops whilst utilising the school network, College expectations for
laptop use and also provides information on the general use of network resources (i.e., computers).
A laptop bag will be supplied which must be always used i.e., moving from lesson to lesson, from
home to school, whilst travelling in a car or bus. Text books and other items are not to be placed in
the protective bag.

All laptops will include a pre-loaded software package that meets the curriculum needs of secondary
education. Programs will include:

e  Windows 11 e Office 365

e Chrome e ClickView

e Java e VLC media player

e Adobe Reader ¢  Windows Defender
e Audacity e Adobe Master Suite

Students may request to have additional applications installed with the permission of the College.
Students need to be allowed the opportunity to use the laptops in an appropriate way for school and
personal use.

2.  ACCEPTABLE USE

Laptops are an assistive learning tool for our students so therefore its, imperative that students use
their laptops in an acceptable manner, for school and at home use. Students are encouraged to
develop a digital literacy that fosters appropriate, mature IT skills to assist them in being successful
digital users in the current technological environment. Programs which allow students to access the
internet, online chat and email, should be used in a responsible manner and follow the College’s
Computer Acceptable Use Policy (available from www.maristcollegeemerald.com.au), which was
signed upon enrolment.
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Students must be aware of and abide by the student responsibilities (see section 3). Failure to abide
by the user agreement could result in disciplinary action, or in the event of damage, a financial cost
to the parent (see section 4).

Within legal parameters, the College may insist on viewing files stored on the laptop if there is
reasonable suspicion that the device is being used inappropriately. If evidence is found of
inappropriate use/content, the College reserves the right to confiscate the laptop and apply
consequences as per the College’s Behaviour Management Process. If illegal activities are detected
the College also reserves the right to make it a police matter.

The laptop may be used at home and be connected to your home internet. When off school grounds,
parents have full authority to monitor device usage. Examples of monitoring include:

e Encourage use in a family room and not in the bedroom
e Restrict use at certain times of the evening or weekend
¢ Advise not to take on long trips

¢ Examine documents and other contents of the device

The laptop will be provided to students with the ‘Base Set’ of software installed. Students are not
permitted to delete any of these applications or any of the existing folders. Students are not
permitted to rename existing folders; however, they are permitted to add additional folders to assist
with organising their work.

3. STUDENT RESPONSIBILITIES

3.1 Usage, when it can be used, by whom and purpose

e Laptops may only be used by the student at school or at home.

e The laptop should not be used by any other student or family member, except by the parent
or guardian when assisting.

e The laptop should NOT be used in transit i.e., in buses, cars or in public venues e.g., shopping
centres.

e The laptop must not be used whilst resting on bedcovers or pillows to avoid fluff build up

3.2 Class requirements

e Students are expected to have their charged laptops with them in class, as they would for all
other relevant class equipment. Appropriate consequences will apply for coming to class
without the device.

3.3 Additions and deletions to software

e Students are not permitted to delete any software or install additional software without the
express permission from the IT Department. Additional peripheral installation requests such
as printer, scanner or other applications can be made through the IT Department. In most
cases you will be able to connect your home printers and scanners without having to install
additional software.

¢ All downloads must occur using home internet access, not College resources. However, the
prime purpose of the laptop is educational, so students are expected to respect this purpose.
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for example amount of hard drive expended, and time use of the laptop should reflect its
prime use as an educational tool with occasional personal use.

3.4 Scanning for viruses

e The laptop has a pre-loaded virus protection system. Students are required to scan all data,
files and downloads to ensure that no viruses will harm the device. If a student device is
affected by a virus, the entire system will be reimaged and student data will be lost.

3.5 Images

e With parental consent, students will be allowed to store a moderate number of personal
photographs on their laptop. Students are prohibited from accessing or storing offensive
images (and audio) on laptops or any other digital storage device.

3.6 Stickers and permanent markers

e Other than the College supplied name and Homeroom label, students are not permitted to
add stickers to their laptop or mark the laptop in anyway.
e Students are not permitted to remove the Tekskin that covers the top of the laptop.

3.7 Food and Beverages
e Students are not permitted to eat or drink whilst using laptops.
3.8 Charging of battery

e Students are to ensure their laptop battery is fully charged each night. Battery chargers
should be kept with the laptop bag, and not used in class, unless specifically directed by a
teacher to do so.

3.9 Transport

e Laptops are to be carried at all times within the supplied protective bag. This includes
transporting the laptop between classes, and to and from school. Laptops are not to be
taken out of the protective bag in buses, cars or anywhere in between school and home.

3.10 Storage at home and school

¢ When not in use at home, laptops should be stored within the protective bag. The laptop
should be stored in a safe place, out of reach of younger children and away from areas of
excessive heat.

¢ During lunch and recess breaks or when laptops are not required for lessons, laptops should
be stored within the student’s locker (locked with the provided lock).

3.11 Organisation of files

¢ At school and home, students will have access to Google Sites and OneDrive and must save
work consistently on the Cloud whilst on or off campus.

¢ In addition, students are strongly encouraged to backup any work to a removable device to
ensure data security, in case issues ensue to Internet access or corruption occurs.

e Students are permitted to create and colour folders to assist them in the organisation of their
work.

3.12 Physical Laptop use
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e When in use, the laptop should be placed on a table or desk, not on laps. The laptop should
not be carried around whilst the screen is open.

3.13 Cleaning and care responsibility

e Students are responsible for ensuring their laptop is kept in a clean state. Laptops and
screens can be gently cleaned with a with a damp (not wet) cloth. DO NOT USE Cleaning
Agents at any time as they will damage the laptop. Laptops will be checked regularly by staff.

¢ Laptop Cleaning is available from the IT Department for school owned laptops.

3.14 Printing

¢ Students can print using the College’s printing administration system, Papercut. At the start
of each term, students in Years 7 to 9 will receive $10 printing credit and Year 10 to 12 will
receive $20 with any extra credit needing to be purchased through the Front Office (10c per
black and white print).

e Default printing for students is available in the College Library, unless coordinated otherwise
by a subject teacher.

e Printing must be organised, out of class hours, with exemptions from teachers.

3.15 Internet Access

e Access to the internet is provided by the College whilst students are at school. This is a
filtered internet connection and is monitored by the College. The College uses automatic
filtering rules to block access to inappropriate or distracting material, (e.g. Facebook)
therefore students are not permitted to find methods to circumvent these filtering rules that
are set in place for their own safety or educational focus.

3.16 Email Access

e Access to email is provided to students while using their laptops. Email accounts have a set

e storage allocation and students will need to ensure that they remove emails that are no
longer

¢ required. This email system is monitored by the College and students should use this
resource

e responsibly with respect for others

o Staff professional email addresses are to be used for contact with teachers by students, as

* necessary. These links are available on the College website.
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4. WARRANTY, LOSS AND REPAIR

4.1 Loss or damage of laptop
4.1.1 Loss or damage

If the laptop is lost, stolen or damaged the student must report it to the IT Department as soon as
practical during school hours, and an IT Incident Report Form is to be completed which is available
from the Library or IT Department. If the loss or theft occurs outside of the school, parents should
inform the police immediately. The Police Event Number will be required to complete the IT Incident
Report Form. Personal information from a student may be required by the school or the police where
appropriate. College action in response to damage or loss will be determined by the school.

4.1.2 Repair and turnaround time

Marist College Emerald aims to have a one week turn-around time for repair of laptops, however,
this will depend on the extent of the problem. If the laptop has a hardware fault it will be sent to our
laptop suppliers service division for repair or replacement of parts. Students will be given a
replacement laptop whilst waiting for repairs.

It is important that students back up important school related files so that if problem occur, they do
not lose their schoolwork. Google Drive and Microsoft OneDrive are available to students for storing
files. Marist College Emerald will not be responsible for lost data.

4.1.3 Warranty

Laptops have a three year service warranty which includes repairs as a result of hardware failure.
Physical damage or unauthorised modification may void this warranty.
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4.2 Accidental damage and Non-Accidental Damage

There are two types of damage as defined by the school.

Accidental Damage

This situation is when a laptop is damaged or stolen and the student and
parent have met all the requirements as outlined in Section 2 (Acceptable
use) and Section 3 (Student responsibilities). Covered damages include
non-intentional liquid spills in or on the unit, drops, falls, and electrical
surges. This includes damaged or broken liquid crystal displays (LCDs), or
broken parts.

The School will cover the repair costs in the case of accidental damage
under warranty and accidental insurance cover. Parents/quardians will
be required to pay the excess costs as stipulated in section 5 (insurance).

Non-Accidental
Damage

Where a laptop is lost, stolen or damaged and the requirements stated in
Section 2 (Acceptable use) or Section 3 (Student responsibilities) have NOT
been adequately observed.

The following are examples of NON accidental damage or loss:

¢ Damage as a result of not carrying the laptop in the appropriate
protective bag.

e Theft from an unlocked and unattended vehicle.

e Theft from a vehicle when the laptop was left visible.

e Theft while laptop left unattended and out of view of the student.
This includes leaving the laptop outside a shop, on a school sport
field, school bus shelter/train station, or unattended in a
classroom outside of normal school hours.

* Theft from an unlocked locker.

e Laptop placed in baggage in the hold of an airplane (laptops must
be taken as carry on luggage).

e Scratching of the casing and/or bruising/cracking of the screen as
a result of misuse.

e Theft or loss of AC adaptor, power or network cords.

e Theft of laptop left on school premises during weekends or school
holiday periods.

The school will not cover the cost of repairs when a laptop is damaged as
a result of misuse or where guidelines have not been followed as
outlined in Section 2 (Acceptable Uses) and Section 3 (Student
Responsibilities). The parent/guardian will in this case be responsible the
full cost of repairs/replacement.
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4.3 Examples of estimated repair costs
Cracked LCD Panel $1000 (replace laptop)
Keyboard $175

Power brick/charger $50

Protective bag/case $75

Tekskin replacement $15

5. INSURANCE

5.1 Insurance for laptops that are damaged or lost.

Marist College will insure the laptops, covering accidental damage only.

An excess regime will apply for accidental damages/loss as follows;

First incident $150

Second Incident $250

Third Incident $500

A replacement cost of an individual machine is around $1600, it is important to remember that any
misuse or negligence that causes non-accidental damage to the machine could result in the full cost

falling back on the parents/guardians of the student involved.
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6. Student ICT Code of Practice

Marist College
1. Introduction

To support the delivery of its educational program, the School provides students with access to ICT resources
which may include computer/digital devices, internet services at the school grounds, school email accounts and
online learning platforms such as cloud based document sharing and classroom tools (ICT resources). These ICT
resources form part of the learning environment and are supplied to enable students to participate in curriculum
activities and are to be used only for that purpose.

This Code sets out the standards expected of students when using ICT resources provided by the school. It
explains the measures adopted by the school to support safe and responsible use of ICT resources and identifies
the responsibilities of the school, students and parents in managing risks associated with ICT Resource use at the
school and at home.

2. Scope

This Code applies to all students enrolled at the school and to all use of ICT resources, devices and the internet
where it is provided or managed by the school. It covers:
e  Use of school supplied devices on site and off site
e Use of personally owned devices when connected to school systems
e Use of personally owned devices to access school managed cloud platforms or online services whether
on site or at home.

This ICT Code of Practice operates in support of the school’s Enrolment Agreement and must be followed by
students, parents and carers when using ICT resources. If there is any inconsistency, the Enrolment Agreement
prevails.

3. Provision of ICT resources and devices by the School

The school recognises that provision of ICT resources is an essential part of a student’s modern education. To
that end, the School provides the following ICT resources to students:

e devices (computers, laptops, iPads and so on) to support participation in curriculum activities

e access to the internet on school grounds via secure wired and wireless networks for managed devices,
or via eduroam for approved personally owned devices.

e through eduroam, students may also access the internet at participating eduroam locations.
https://eduroam.org/where/

e online educational resources accessible through online platforms such as email, data storage, messaging
tools, artificial intelligence and other products and resources hosted online as determined by the school
from time to time. These resources may be accessible either on campus at the school or, in many cases,
off campus via an internet connection.

4. Technical protections and system controls in place on School devices

The school provides a defined set of measures to support the safe and responsible use of school ICT resources.
These measures assist learning, but they do not remove the need for students and parents to act safely and
responsibly at all times. The school does not provide any additional supervision, protection or monitoring
beyond the measures outlined below or for any non-school devices or ICT resources.

The school has in place the following technical protection measures:

e firewalls and virus protection installed on school owned devices and networks to reduce known security
risks
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webpage filtering software installed on school owned devices to block specific website addresses that
the school has identified as harmful or inappropriate. The filtering does not analyse or block the content
of webpages that remain accessible and does not filter words, messages or other material entered by
users on websites, apps or communication tools. If unsafe websites become known to the School, it will
add those to the listed blocked websites on the filtering product.

logs of activity on school owned devices and school managed platforms may be recorded and retained,
and the school may review those logs when required to identify non-compliance with this Code or to
protect the integrity and security of school systems

device management tools used to apply settings, install updates, manage security configurations, and
maintain access controls such as screen locks, password requirements, restricted permissions, and
other protections required for safe operation of school owned devices.

The school provides educational support to help students use ICT resources safely and responsibly. This
support is provided throughout the year as part of regular teaching and learning activities. It includes:

providing age-appropriate guidance to help students understand safe online behaviour, digital
citizenship and the responsible use of ICT resources

giving general explanations about the limits of technical protections and encouraging students to make
safe and sensible decisions when using ICT resources

offering practical direction and reminders during curriculum activities that involve the use of ICT
resources

providing general supervision of student use of ICT resources during class time as part of normal
teaching and learning, noting that such supervision involves general oversight rather than continuous
monitoring of individual student activity.

The school provides technical support for school owned devices and school managed platforms. This includes:

assistance with the operation, basic troubleshooting and maintenance of school owned devices
software and system maintenance for school owned devices

guidance with password resets, access problems and similar issues related to school managed systems
the school may remotely manage, access, lock, disable or reset school owned devices when required to
maintain security, recover a lost or stolen device, or support the safe operation of the device.

5. What the school does NOT do

The school does not provide any supervision, technical protection, monitoring or support beyond the
measures expressly described in this ICT Code of Practice. The measures the school does provide reduce some
risks but do not remove the need for students to act safely and responsibly at all times and for parents to
remain involved, supportive and active in supervising and managing students’ use of school devices, the
internet and ICT resources.

Examples of what the school does not do include:

supervise or monitor student use of ICT resources when devices are used at home or off the school site
supervise or monitor the use of private devices, non-school internet services, or accounts not managed
by the school

provide continuous or one to one monitoring of student device use during class time

observe or view every action taken by a student on a device

detect harmful or inappropriate content or behaviour in real time

monitor or access private accounts, personal email services or external platforms that the school does
not control

block all harmful or unsuitable content on the internet

guarantee that webpage filtering will prevent access to all inappropriate websites

analyse or filter the content of webpages that remain accessible

filter or block words, messages or other user generated content entered by students on websites, apps
or communication tools

apply webpage filtering to personal devices or to internet connections not managed by the school
automatically classify, review or block all newly created or unlisted websites

Laptop Use Agreement and ICT Code of Practice - Updated January 2026 PAGE 11



e guarantee that firewalls, virus protection or filtering tools will prevent all security risks

e guarantee that software updates or security changes will apply immediately or without interruption

e guarantee that devices will operate without faults, errors or technical problems

e provide a standalone or prerequisite course that must be completed before ICT resources may be used

e provide exhaustive or comprehensive online safety training

e supervise or guide students when devices are used outside school hours

¢ replace the need for parents and carers to supervise their child’s use of ICT resources at home

e promise that students will follow the guidance or safety messages they receive at school

e provide technical support for personal devices owned by students or families or home/non-school
networks, routers, modems or non-school internet services

* manage, support or secure applications, accounts or platforms that the school does not control.

Parent and carer responsibilities

Parents and carers must take a proactive role in supervising, monitoring and educating their child about the
safe and responsible use of ICT resources. The support provided by the school during class time must be
complemented by active supervision at home. Parents and carers are responsible for their child’s use of ICT
resources outside the school environment and must encourage open discussion with students about online
activity to support the school’s monitoring processes and to support the measures the school has in place to
reduce risk to students while engaging online.

In addition to the above generally, parents and carers must:

Supervise and monitor ICT use outside the school

e actively supervise their child when a school owned device is used at home or outside the school

e monitor the websites, applications and online services accessed by their child

e set clear expectations for when, where and how the device may be used at home

¢ remind their child that webpage filtering and technical protections are limited and will not block all harmful
or inappropriate content and that if any inappropriate websites are accidentally accessed that the student
should immediately report this to the parent

e take steps to restrict or limit access to unsuitable websites or services available on home networks or
personal devices.
Support safe and responsible student behaviour

e discuss online safety with their child and reinforce the guidance given at school

e encourage respectful communication and responsible use of all digital platforms

e ensure their child follows the ICT Code of Practice, including rules about communication, content, security
and device care

e promote open communication so that their child feels able to raise concerns about online content or
behaviour.
Comply with school processes and expectations

e support the school’s ICT Code of Practice, its policies and its expectations for safe ICT use

e ensure the school owned device is used only for school related learning activities

e follow school instructions regarding software updates, device management and access requirements
(where such instructions are given to you as this would ordinarily be undertaken by the school)

e return the device to the school when requested for servicing, inspection or at the end of the school year.
Understand and act on the limits of school protections

e acknowledge that the school does not supervise home use or monitor private accounts or home networks

e understand that technical protections provided by the school are not comprehensive and may fail

e remain vigilant for unsafe content or misuse that occurs on home networks or private services

e take steps to manage risks in the home environment, including controlling access to other devices or
accounts.
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6. Student responsibilities and prohibited conduct

Students may use school devices, the internet and all ICT resources but only for approved school related learning
activities and in a safe, respectful and lawful manner that complies with all school rules and values, the ICT
Code of Practice and school/teacher instructions and directions as to ICT use.

Examples of appropriate use of school devices, the internet and ICT resources include use to:

complete assigned class tasks or assignments

conduct research for class tasks or other school activities

communicate with teachers or classmates for schoolwork purposes using school approved email or
messaging tools

use school managed systems to store, submit or complete schoolwork

use digital platforms in a respectful and responsible way that reflects the values and expectations of the
school.

Students must not use school devices, the internet or any ICT resource for any purpose other than what this
ICT Code of Practice allows. Students must not use these resources in any way that breaks school rules,
school policies or the values and expectations of the school. If a use is not clearly permitted in this Code, it is
not allowed. Students must understand that information posted online may be permanent, searchable and
shared beyond their control and must act responsibly when contributing to any digital environment. The
examples below show specific examples of conduct that is not permitted. Each rule applies at all times.

Students must not use school devices, the internet or any ICT resource to communicate in any way that is rude,
unsafe, harmful, illegal, disrespectful or inconsistent with school rules or the values of the school. Examples
of this include that students must not:

Send, post or share rude, offensive, threatening or disrespectful messages

use ICT resources to bully, harass, intimidate, embarrass, defame or target any person

access, use or join any messaging service, chat room, group call, forum or communication platform that is
not expressly approved by the school

communicate online with any person or artificial intelligence persona other than teachers and students of
the school or approved experts for schoolwork

publish, share or post personal details or images of themselves or others

arrange to meet or attempt to meet any person they have only interacted with online.

Students must not access, create, share, request, store or encourage others to access any content that is
inappropriate, or breaches school rules, values or the law. Examples of this include that students must not:

access, create, post, share, ask for, store or encourage others to access harmful, unsafe or illegal content
including content involving violence, hate speech, adult content, gambling, self harm, drugs, profanity,
school violence, pro terror, cyberbullying or child exploitation material or abuse.

engage in harmful online behaviour including joining chats, groups or platforms that promote violence,
bullying, hate speech, self harm, unsafe challenges or any other activity inconsistent with school values or
rules or that breaches the law

visit or engage with any websites or online environments unless they are directly required for the student’s
current school task and are approved for school use

copy, download, store or share any material that breaches copyright or other intellectual property rights
including music, images, videos or other protected media

submit work created by another person or by an artificial intelligence tool as their own or otherwise
engage in plagiarism.

Students must not alter, interfere with, change, or attempt to change any software, settings, functions, security
features or operating features on any device or ICT resource. Examples include that students must not:

bypass, avoid, evade, work around, disable, interfere with, remove, or attempt in any way to defeat
filtering, firewalls, monitoring, or any other security settings or tools installed on any device or ICT resource
including through virtual private networks (VPNs), proxies or mobile hotspots
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e use another person’s name, password or account to access a device or ICT resource or impersonate any
person online

e create, use or attempt to use any false or fake online identity, profile or account

e download, install, or use any software, apps or extensions on any device or ICT resource that are not
expressly authorised by the school

e attack, damage, or try to compromise any device, system or network

e introduce viruses, malware or harmful software, or attempt to edit, change, alter, or interfere with any
system file, source code, operating software, configuration setting, app setting or installed application

e take, share or post screenshots, screen recordings or images of other students, staff or school activities
without permission

e hide, delete or try to erase browsing history, activity records or other system logs in order to avoid
detection of misuse or non compliance.

Students must not use any artificial intelligence tool, platform or service in a way that is unsafe, inappropriate
or inconsistent with school rules or the values of the school. In particular, students must not:
e enter personal, sensitive or confidential information into any Al tool
e create or share personal, sensitive or confidential information or photos about themselves or others using
Al tools
e use artificial intelligence tools to generate content that is harmful, unsafe or inconsistent with school rules
or values
e use artificial intelligence tools to complete school tasks except where expressly permitted by teachers
e access artificial intelligence tools on devices or accounts that are not approved by the school.

Device use, care and financial responsibility

Provision of devices: Students may be provided with school owned devices and accessories to support
curriculum activities as part of the all-inclusive curriculum fee. Devices may be (as determined by the School)
shared classroom devices, allocated stay-at-school devices or take-home devices. All devices and accessories
remain the property of the school and must be returned when requested and at the end of the school year or
when a student leaves the school. The school may reset, wipe or reconfigure any device at any time to maintain
system integrity and safety.

Responsibilities for care, use and compliance: The safe use and physical care of school owned devices is a shared
responsibility between students and parents. The student is responsible for complying with the operational and
care requirements set out below, and parents must support compliance and accept financial responsibility for
damage or loss that arises from failure to meet these obligations. Students and parents must take all reasonable
steps to protect school owned devices and accessories from damage, loss and unauthorised access. Without
limitation, this means that Students must:

e bring the device to school fully charged, in working order and ready for learning

e use the device carefully and follow teacher instructions about how, when and where it may be used

e use the supplied protective case or sleeve at all times

e keep passwords private and secure, ensure they are strong and difficult to guess, and change them

regularly, at least annually

e take reasonable care to prevent loss, damage or theft

e keep the device with them or stored safely when not in use

e avoid eating or drinking near the device

e immediately report any damage, fault or malfunction to a teacher

e not remove labels or identification markings

e not attempt to repair, modify or clean the device using products not approved by the school

e notinterfere with or attempt to bypass any device settings, software, filters or security protections.

Parents must support the student to comply with these requirements and must:
e take responsibility for the care and security of the device when it is not on school grounds
e ensure the student uses the protective case or sleeve correctly
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e ensure only approved chargers, cables or accessories are used

e notify the school in writing if damage occurs outside school hours

e report device theft to police immediately, obtain a police report and provide details to the school
e follow school processes for inspection, repair or replacement

e ensure the device is stored safely at home to prevent damage, loss or unauthorised access.

Damage, loss and financial liability: Where a device or accessory is damaged, lost or stolen, the school will assess
the cause and determine whether repair or replacement costs are payable. Parents are financially responsible
for damage, loss or theft of a device that the School Principal determines has arisen from:

e student misuse, carelessness or negligence

e failure to use the supplied protective case or sleeve

e unauthorised modification or interference with the device

e loss or damage occurring outside school hours for any reason

e failure to store the device securely

e |oss or damage to accessories such as chargers, adapters or cases, including non return.

Parents may wish to consider separate insurance for any payments they may have to make as a result of the
above. Failure to return a device or accessory when requested will be treated as loss for the purpose of cost
recovery.

Sale of used devices: Where the school elects to offer used devices for purchase to students/parents, this will
be at the school’s discretion. Devices will be cleared of data and provided on an as is, where is basis without
warranty and may not be the same device previously used by the student.

Reporting requirements and incident notification

A strong reporting culture is essential to support the safe and responsible use of ICT resources. Students, parents
and carers must promptly report any unsafe, inappropriate or concerning online activity or device use to the
School. Early and proactive reporting allows the School to respond and manage risks effectively.

Students, parents and carers must report any matter of concern or breach of this Code of Conduct including
any of the following to the school where it occurs in respect of the student or another in using any School
device, ICT resource or internet:
e harmful or inappropriate online content accessed on a school owned device
e access to any website that appears unsafe or should be blocked but is not
e messages, communications or behaviour that are rude, unsafe, threatening, harmful or inconsistent with
school rules or values
e any online behaviour that makes a parent or student feel unsafe or uncomfortable
e suspected attempts to bypass or interfere with filtering, security settings or other school protections
e any use by any person of ICT resources that appears to breach this ICT Code of Practice
e concern that any technical protections are not operative on a device or that a virus has infected a device
e where a student’s password has become known to others or the student is locked out of the device
e damage, faults or technical problems affecting a school owned device
e any concerns about access to school managed platforms including school email, cloud storage or learning
tools
e anyincident that may place a student at risk of harm when using ICT resources.

Students are encouraged to speak to a trusted teacher or staff member if they feel unsure or worried about
what they have seen online or on a device. Reports should be made:
e assoon as possible after an incident or concern arises
e in person, in writing or over the phone to the Principal or any teacher or trusted person at the school
(though noting that Counsellors will not typically report the matter on due to confidentiality unless a
student permits this)
e with enough detail to allow the school to investigate the concern.
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School response to reports and incidents: When a matter is reported, the School will respond in a way that is
fair, proportionate and focused on student safety. Depending on the situation, the School may:

e review logs or records stored on school owned devices or school managed platforms to understand what

occurred

e examine a device or temporarily restrict its use while inquiries are made into the issue reported

e speak with the student who made the report and any other student involved to clarify the concern

e contact parents or carers where further support or information is required

e take steps to support and protect any student who may be affected

e apply behaviour processes only where a student has engaged in conduct that breaches school rules

e make any referral required under law or school policy.

The school’s response will depend on the nature and seriousness of the incident. The Principal has discretion on
how incidents are dealt with.

Students may, given the nature of the internet, encounter harmful or inappropriate online behaviour despite the
safety measures in place. Where this occurs, the School will provide appropriate support which may include
guidance from teachers, wellbeing assistance or other measures designed to help the student manage the impact
of the incident. This support is intended to assist students but does not replace the need for parents and carers
to actively supervise and guide their child’s use of ICT resources outside the school environment.

Breach of this Code of Practice

Students must comply with this ICT Code of Practice at all times when using school devices, the internet or any
ICT resource. Breaches of this Code may result in consequences applied under the Enrolment Agreement,
disciplinary policies and other relevant school policies. The type of consequence will depend on the nature,
seriousness and circumstances of the breach.

School response to breaches: Where a breach of this ICT Code of Practice is identified, the School may take one
or more of the following actions (as the School Principal determines in their sole discretion is appropriate):

e speak with the student to address the behaviour and reinforce safe and responsible ICT use

e notify parents or carers

e  restrict or suspend access to school owned devices or school managed platforms for a period of time

e suspension or expulsion from school

e require the student to complete specified learning activities related to digital safety or responsible use

e confiscate a device for inspection, repair or reset if needed to protect the integrity of the device or school

systems

o refer the matter for disciplinary action under the school’s behaviour policy or student code of conduct

e require the parents to pay for repairs or replacement to the device

o refer the matter to the principal or senior staff for further action if the breach is significant

e make any referral required by law including notifying authorities

e any other action considered appropriate by the school.

7. Code of Practice Review
This ICT Code of Practice will be reviewed regularly by the school to ensure that it remains current and effective.
The school may amend or replace this Code at any time to reflect changes in technology, legal requirements or

school processes. Any updated version will take effect once published or otherwise communicated by the school.
Students, parents and carers must comply with the most recent version of this ICT Code of Practice.
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Acknowledgement and agreement

Details of device e Apple iPad (A18) 128GB Wi-Fi (Silver) / Dell Chromebook 3120 2-in-1 8/64 / HP ProBook 4 G1i Clamshell
allocated to student 16GB/256GB / other: Take home; s:hared Fjewce; stay at school . .

t date of signi e 3 Year Warrant/3 Year Warranty with Accidental Damage Protection (ADP) / $55 Excess / Nil Excess / Other
a's at cate orsigning e STM Dux Case/STM Keyboard Case/Power Adapter/Targus Work-in Dome Case/Targus TANC/Logitech
(if any) Crayon/other as noted

This ICT Code of Practice operates in support of the school’s Enrolment Agreement and must be followed by
students, parents and carers when using ICT resources. If there is any inconsistency, the Enrolment Agreement
prevails. The Code applies to all students whenever they use school ICT resources, the internet or any school
owned device. The Code must be complied with at all times and access to ICT resources is conditional on
compliance. The Code applies whether or not this acknowledgment is signed but given its importance, the School
requires specific acknowledgement of this Code of Practice.

Parent or Carer Acknowledgment: | acknowledge that | have received, read and understood the school’s ICT
Code of Practice. | particularly acknowledge that:
e the Code is a school policy that must be complied with by myself and my child under the Enrolment
Agreement for my child between myself and the School
e | consent to my child’s use of ICT resources and | understand that access to the school’s ICT resources and
any school owned device is conditional and may be restricted or withdrawn if the Code is breached
e | must support my student to understand and follow the Code including all requirements about care, use
and security of school owned devices
e | am solely responsible for supervising my student’s device use and online activities outside the school. Any
filter on any school device is limited in nature and | must establish my own appropriate supervision
arrangements for my child outside the school.
e | am financially liable for repair or replacement costs where damage, loss or misuse occurs in accordance
with the Code.

Please provide this acknowledgement via the Orbit app or Parent Lounge using the Events and Payments tile.

Students will receive a copy of the ICT Code of Practice via their school email address to read and to
acknowledge that they have received and read the school’s ICT Code of Practice. The student’s
acknowledgement will confirm their pledge to:

e | must follow the Code whenever | use school devices, the internet or any ICT resource

e | must care for any school owned device in my possession and use it only for school related learning

o | must follow teacher instructions and comply with all rules in the Code

e Access to ICT resources may be restricted or withdrawn if | breach the Code

e Breaches of the Code by me may result in consequences under school discipline policies and the Enrolment

Agreement.
e | agree to follow the ICT Code of Practice at all times.

Failure to acknowledge and accept this agreement via the Orbit App or Parent Lounge will result in the loss of
access to ICT resources.

Privacy collection statement

CEDR and CEDR Schools are committed to the Australian Privacy Principles contained in the Privacy Act 1988 (Cth) (Privacy Act). CEDR through its Privacy
Statement and Information Collection Notice is collecting your information provided by you/the student on this form to insure the appropriate use of the
CEDR/school network and devices using the school network. The information will be used and disclosed by authorised CEDR and CEDR school employees for the
purposes outlined on this form. Personal information collected on this form may also be used or disclosed to third parties where authorised or required by

law. This information will be stored securely. If you wish to access or correct any of the personal information on this form or discuss how it has been dealt with,
please contact your CEDR School Principal or Catholic Education — Diocese of Rockhampton Office directly at: Phone: (07) 4994 8100 Address: 143 West Street,
Rockhampton Qld 4700 Australia
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